
Research Report: On the 
Feasibility of Retrofitting 

Operating Systems with 
Generated Protocol Parsers

Wayne Wang, Peter C. Johnson
Middlebury College



Integrating 
generated 
protocol parsers 
into existing OS



Process

Protocols

IP

USB 3.0 (xHCI)

SCSI

Operating Systems

FreeBSD

illumos

Linux



Research Process

- Ingress & Egress points

- traced execution of functions

- Labeled each line of code into 9 categories

Protocol Ingress Point Egress Point

IP hand-off from link layer 
(e.g., Ethernet)

hand-off to transport layer 
(e.g., TCP, UDP)

USB bus controller interrupt 
handler

hand-off to device-specific 
driver

SCSI HBA controller interrupt 
handler

hand-off to filesystem or 
block I/O layer



Category: Parsing

(IP - FreeBSD)



Category - Multiplexing

(USB - Linux)



Category - State management

(SCSI - illumos)



Category - Memory management

(USB - FreeBSD)



Category - Hardware manipulation

(SCSI - linux)



Category - Synchronization

(SCSI - FreeBSD)



Categories

- Queueing

- Diagnostic

- Assertion



Results - categorization

IP USB SCSI

FreeBSD Illumos Linux FreeBSD Illumos Linux FreeBSD Illumos Linux

parsing 85.1% 70.8% 92.5% 23.1% 31.7% 17.7% 23.6% 17.0% 22.5%

multiplexing 0.3% 0.9% 0.4% 1.8% 4.0% 2.4% 1.4% 1.9% 2.5%

state 10.4% 18.1% 3.1% 19.9% 14.9% 36.3% 30.6% 19.8% 41.7%

memory management 0.0% 3.2% 3.1% 0.9% 5.0% 5.6% 4.2% 4.7% 5.0%

hardware manipulation 0.0% 0.0% 0.4% 7.7% 5.0% 25.8% 5.6% 2.8% 9.2%

synchronization 0.6% 0.0% 0.0% 7.2% 13.9% 0.8% 8.3% 11.3% 0.8%

queueing 0.0% 0.5% 0.0% 21.7% 5.9% 6.5% 12.5% 7.5% 2.5%

diagnostics 2.5% 3.7% 0.4% 17.6% 10.9% 4.8% 9.7% 8.5% 15.8%

assertion 0.9% 2.8% 0.0% 0.0% 8.9% 0.0% 4.2% 26.4% 0.0%

total 100.0% 100.0% 100.0% 100.0% 100.0% 100.0% 100.0% 100.0% 100.0%







Results - multiplexing

FreeBSD Illumos Linux
destination class callback

ip.protocol jump table switch jump table

FreeBSD Illumos Linux

XHCI event type switch switch switch

transfer callback

endpoint type switch if / else

endpoint callback

transfer callback switch, 
callback

callback

FreeBSD Illumos Linux

OS request handler callback callback

device driver callback callback callback

storage layer callback

IP

USB

SCSI



Results - multiplexing

Netgraph in FreeBSD

 & 

NetFilter in Linux



What is done

- Survey
- Categorization
- Summarize

What is next

- enumerate general kernel functions used
- analyze their similarity within a single OS & across OS
- define an API for a universal shim


